
An alarming trend of ever-
bigger data breaches — such as a 
massive privacy breach involving 
tens of millions of Sony’s online 
gamers and PlayStation custom-
ers worldwide, including some in 
Canada — has prompted Can-
ada’s Privacy Commissioner, Jen-
nifer Stoddart, to call for sub-
stantial fines against major 
corporations that fail to 
adequately protect Canadians’ 
personal information from pre-
ventable breaches. 

Stoddart, speaking at the Can-
ada 3.0 forum in Stratford, Ont., 
stated in her speech: “It seems to 
me that it’s time to begin impos-
ing fines —  significant, attention-
getting fines —  on companies 
when poor privacy and security 
practices lead to breaches.” She 
noted that her counterparts in a 
number of other countries, 
including the U.K., France and 
Spain, have already moved to 
impose hefty fines following 
breaches, to serve as an incentive 
for compliance.  Stoddart made 
the comments in the wake of the 
Sony privacy breach. 

Under Canada’s privacy law 
governing the private sector, the 
Personal Information Protection 
and Electronic Documents Act 
(PIPEDA), Stoddart does not 
have the power to impose any 
fines, does not enjoy order-mak-
ing powers like her provincial 
counterparts in B.C. and Alberta 
and cannot force companies to 
report breaches to her office.

The Conservative govern-
ment’s most recent proposal to 
update PIPEDA, which died 
when the federal election was 
called, did not include any pow-
ers to impose fines. However, the 
bill, expected to be reintroduced 
in the fall, included a provision 
for mandatory reporting to the 
commissioner’s office if a com-
pany experiences a “material 
breach.” Factors to determine 
materiality included the number 
of individuals whose personal 
information was involved and the 
sensitivity of that information.

In the case of Sony, Stoddart 
was very disappointed that the 
company did not proactively 
notify her office of the massive 
breach, even though Sony was 
not required to do so under the 
current law. Stoddart said she 
will be writing to Industry Can-
ada to ask the government to 
consider updating its legisla-
tive proposal when reintrodu-

cing amendments to PIPEDA 
to also include the ability to 
impose fines. 

Even though Stoddart doesn’t 
have fine or order-making pow-
ers, she has made significant 
headway on privacy with large 
corporations. After investigating 
Facebook in 2009, the social net-
working giant agreed to make 
changes to its practices and its 
privacy policy in order to imple-
ment the commissioner’s recom-
mendations. Canada was seen as 
a champion and leader in getting 
more transparency from Face-
book about its information-
handling practices, benefiting the 
now 700-million Facebook users 
worldwide. 

More recently, the commis-
sioner completed an investiga-
tion into Google’s inappropriate 
collection of personal informa-
tion from unsecured wireless net-
works across Canada while 
photographing neighbourhoods 
for its Street View map service. 

The investigation revealed that 
Google lacked proper controls to 
protect personal information, 
which has led to a commitment 
by the company to implement 
remedial measures that will 
reduce the risk of future privacy 
violations. For example, Google 
has advised that it has begun to 
delete the data it collected in Can-
ada.  Stoddart stated in a news 
release issued by her office on 
June 6 that although Google 
appears to be well on its way to 
resolving serious privacy short-
comings, she will continue to 
monitor how Google fully imple-
ments her office’s recommenda-
tions. She has requested that 
Google undergo an independent, 
third-party audit of its privacy 
programs and share the results 
with her office within a year.

Stoddart’s appeal for greater 
powers is being heard loud and 
clear. Signs of that are already 
evident. On April 13, the Can-
adian government quietly passed 
a back-dated order fixing April 1 
as the day on which certain pro-
visions of the Fighting Internet 
and Wireless Spam Act (FISA) 
came into force, even though the 
main provisions of this anti-
spam law are not yet in force. 
The new provisions mean the 
Office of the Privacy Commis-
sioner of Canada is no longer 
obligated to investigate every 
complaint it receives and the 
commissioner can share infor-
mation and collaborate in inves-
tigations with her international 
and provincial counterparts. 

Will the long-awaited breach 
reporting provisions, or perhaps 
the power to impose fines, come 
next? Clearly, Stoddart has the 
ability to turn heads and cap-
ture the media’s attention today. 
The reputational costs involved 
in receiving a slap on the wrist 
by the privacy commissioner 
seem to keep organizations on 
their toes when mopping up 
after a privacy disaster. With 
greater enforcement powers, 
hopefully the fear factor will 
mean more organizations will 
take a proactive and preventa-
tive approach to getting privacy 
and data security right in the 
first place. n
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Greater powers on the horizon 
for privacy commissioner
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Privacy Commissioner Jennifer Stoddart wants the power to impose fines on 
corporations that fail to protect Canadians’ personal information.
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